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SECTION H

H. 1 52.224-2 PRIVACY ACT (APR 1984)

(a) The Contractor agrees to--
(1) Comply with the Privacy Act of 1974 (the Act) and the agency rules and regulations issued

under the Act in the design, development, or operation of any system of records on individuals to
accomplish an agency function when the contract specifically identifies--

(i) The systems of records; and
(ii) The design, development, or operation work that the contractor is to perform;

(2) Include the Privacy Act notification contained in this contract in every solicitation and
resulting subcontract and in every subcontract awarded without a solicitation, when the work statement
in the proposed subcontract requires the redesign, development, or operation of a system of records
on individuals that is subject to the Act; and

(3) Include this clause, including this paragraph (3), in all subcontracts awarded under this
contract which requires the design, development, or operation of such a system of records.
(b) In the event of violations of the Act, a civil action may be brought against the agency involved

when the violation concerns the design, development, or operation of a system of records on
individuals to accomplish an agency function, and criminal penalties may be imposed upon the officers
or employees of the agency when the violation concerns the operation of a system of records on
individuals to accomplish an agency function. For purposes of the Act, when the contract is for the
operation of a system of records on individuals to accomplish an agency function, the Contractor is
considered to be an employee of the agency.
(c)
(1) "Operation of a system of records," as used in this clause, means performance of any of the

activities associated with maintaining the system of records, including the collection, use, and
dissemination of records.

(2) "Record," as used in this clause, means any item, collection, or grouping of information about
an individual that is maintained by an agency, including, but not limited to, education, financial
transactions, medical history, and criminal or employment history and that contains the person''s
name, or the identifying number, symbol, or other identifying particular assigned to the individual,
such as a fingerprint or voiceprint or a photograph.

(3) "System of records on individuals," as used in this clause, means a group of any records under
the control of any agency from which information is retrieved by the name of the individual or by some
identifying number, symbol, or other identifying particular assigned to the individual.

(End of Clause)

H. 2 52.224-1 PRIVACY ACT NOTIFICATION (APR 1984)

The Contractor will be required to design, develop, or operate a system of records on individuals,
to accomplish an agency function subject to the Privacy Act of 1974, Public Law 93-579, December 31,
1974 (5 U.S.C. 552a) and applicable agency regulations. Violation of the Act may involve the
imposition of criminal penalties.

(End of Clause)
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SECTION I

I. 1 52.239-1 PRIVACY OR SECURITY SAFEGUARDS (AUG 1996)

(a) The Contractor shall not publish or disclose in any manner, without the Contracting Officer''s
written consent, the details of any safeguards either designed or developed by the Contractor under
this contract or otherwise provided by the Government.
(b) To the extent required to carry out a program of inspection to safeguard against threats and

hazards to the security, integrity, and confidentiality of Government data, the Contractor shall
afford the Government access to the Contractor''s facilities, installations, technical capabilities,
operations, documentation, records, and databases.
(c) If new or unanticipated threats or hazards are discovered by either the Government or the

Contractor, of if existing safeguards have ceased to function, the discoverer shall immediately bring
the situation to the attention of the other party.

(End of Clause)

I. 2 52.227-17 RIGHTS IN DATA--SPECIAL WORKS (DEC 2007)

(a) Definitions. As used in this clause--
"Data" means recorded information, regardless of form or the media on which it may be recorded. The

term includes technical data and computer software. The term does not include information incidental
to contract administration, such as financial, administrative, cost or pricing, or management
information.
"Unlimited rights" means the rights of the Government to use, disclose, reproduce, prepare

derivative works, distribute copies to the public, and perform publicly and display publicly, in any
manner and for any purpose, and to have or permit others to do so.
(b) Allocation of Rights.
(1) The Government shall have--

(i) Unlimited rights in all data delivered under this contract, and in all data first produced
in the performance of this contract, except as provided in paragraph (c) of this clause.

(ii) The right to limit assertion of copyright in data first produced in the performance of this
contract, and to obtain assignment of copyright in that data, in accordance with paragraph (c)(1) of
this clause.

(iii) The right to limit the release and use of certain data in accordance with paragraph (d) of
this clause.

(2) The Contractor shall have, to the extent permission is granted in accordance with paragraph
(c)(1) of this clause, the right to assert claim to copyright subsisting in data first produced in the
performance of this contract.
(c) Copyright--
(1) Data first produced in the performance of this contract.

(i) The Contractor shall not assert or authorize others to assert any claim to copyright
subsisting in any data first produced in the performance of this contract without prior written
permission of the Contracting Officer. When copyright is asserted, the Contractor shall affix the
appropriate copyright notice of 17 U.S.C. 401 or 402 and acknowledgment of Government sponsorship
(including contract number) to the data when delivered to the Government, as well as when the data are
published or deposited for registration as a published work in the U.S. Copyright Office. The
Contractor grants to the Government, and others acting on its behalf, a paid-up, nonexclusive,
irrevocable, worldwide license for all delivered data to reproduce, prepare derivative works,
distribute copies to the public, and perform publicly and display publicly, by or on behalf of the
Government.

(ii) If the Government desires to obtain copyright in data first produced in the performance of
this contract and permission has not been granted as set forth in paragraph (c)(1)(i) of this clause,
the Contracting Officer shall direct the Contractor to assign (with or without registration), or
obtain the assignment of, the copyright to the Government or its designated assignee.

(2) Data not first produced in the performance of this contract. The Contractor shall not, without
prior written permission of the Contracting Officer, incorporate in data delivered under this contract
any data not first produced in the performance of this contract and that contain the copyright notice
of 17 U.S.C. 401 or 402, unless the Contractor identifies such data and grants to the Government, or
acquires on its behalf, a license of the same scope as set forth in paragraph (c)(1) of this clause.
(d) Release and use restrictions. Except as otherwise specifically provided for in this contract,

the Contractor shall not use, release, reproduce, distribute, or publish any data first produced in
the performance of this contract, nor authorize others to do so, without written permission of the
Contracting Officer.
(e) Indemnity. The Contractor shall indemnify the Government and its officers, agents, and employees

acting for the Government against any liability, including costs and expenses, incurred as the result
of the violation of trade secrets, copyrights, or right of privacy or publicity, arising out of the
creation, delivery, publication, or use of any data furnished under this contract; or any libelous or
other unlawful matter contained in such data. The provisions of this paragraph do not apply unless
the Government provides notice to the Contractor as soon as practicable of any claim or suit, affords
the Contractor an opportunity under applicable laws, rules, or regulations to participate in the
defense of the claim or suit, and obtains the Contractor?s consent to the settlement of any claim or
suit other than as required by final decree of a court of competent jurisdiction; and these provisions
do not apply to material furnished to the Contractor by the Government and incorporated in data to
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which this clause applies.

(End of clause)
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